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MUC LUC

Phan 1. Nhirng 1o khuy@n cén thiét cho bao mat

Lubn ludn gitr phien ban WordPress cua ban ¢ trang thai cap nhat
Khong ty y thay d6i mi nguon WordPress

Chac chin rang tat ca plugin cta ban da duoc cap nhat

Xoba tit ca cac plugin va theme khong kich hoat hoic khong sir dung
DPam bao tit ca cac theme cua ban di dwoc cap nhat

Chi cai dat theme, plugin va script tir cac nguén chinh théng

Chon mét dich vu WordPress Hosting bao mat t6t

Pam bao blog/ website cua ban dang chay phién ban PHP méi nhat
Thay doi tén dang nhap méac dinh cua quan tri vién

. Lubn str dung mat khau da manh

. Khong téi sirdung mat khau

. Bao vé mat khau cua ban bang cach tranh truyén tai mat khau bang vin ban thuan tly
. Chi cap nhat blog/ website ctia ban tir cAc mang internet dang tin cay

. Str dung mot phan mém diét virus trén may tinh

. Kich hoat Google Search Console

. Bao vé WordPress bang mot plugin bao mat

. Thuong xuyén sao hru dir liéu cua blog/ website

. Thuong xuyén kiém tra danh sach ngudi ding

Phan I1. Cac tha thuat bao mat WordPress ciin ban

Cai dat SSL cho blog/ website

Han ché s6 lAn dang nhap that bai

Kich hoat xac thuc hai nhan té (bao mat 2 budc)

Bao dam chinh x&c quyén cua tap tin va thu muc
Thay ddi tién t6 bang mic dinh cua database

bam bao ban da dat khéa xac thuc WordPress bi mat
V6 hiéu hda thuc thi tap tin PHP

V6 higu hda “directory indexing va browsing”

Phan tach co s¢ dir liéu WordPress cta ban

Han ché quyén ciia ngudi ding co so dir lidu

V6 hiéu hoa chinh stra tap tin tir bang quan tri WordPress
Bao Vé tap tin wp-config.php cua ban

Bao V¢ tap tin .htaccesss cua ban

V6 hiéu hod XML-RPC (néu ban khdng str dung no)
V6 hiéu hoa thong bao 16i PHP

Cai dat mot twong hra cho blog/ website

Str dung tuong hra cia CDN

Theo ddi lich str ding nhap va cac thay doi cia tap tin
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PHAN I. NHUNG LOI KHUYEN CAN THIET CHO BAO MAT

1. Ludn lubn gitr phién ban WordPress cia ban & trang thai cap nhat

WordPress duoc hd trg boi mot cong dong vo cing dong dao. N6 thuong xuyén nhian duoc céc
ban cap nhat. D6 co thé | ban cap nhat bo sung tinh ning méi, cai thién hiéu ning, ciing co thé
la mot ban cap nhat gidp VA cac 16i bao mat con ton tai trén cac phién ban cii. Vi vay, ngay khi co
thdng béo rang mot phién ban WordPress moi da dwoc phét hanh, ban nén nhanh chéng nang cap
blog/ website ctia minh.

Truy cap Dashboard => Updates va kiém tra xem liéu ban dang str dung phién ban WordPress
méi nhat hay chua?

WordPress Updates

Last checked on June 13, 2017 at 3:04 pm. | Check Again

You have the latest version of WordPress. Future security updates will be applied automatically.
If you need to re-install version 4.8—vi, you can do so here:

Re-install Now | Hide this update

This localized version contoins both the tronslation ond various other localization fixes. You can skip upgrading if you want fo keep your current translation,

Nhiéu ban thuong lo ling khi cap nhat phién ban WordPress méi, cac plugin va theme chua kip
thay d6i dé tuong thich, din dén I16i tinh ning hodc giao dién. Nhung toi chic chin rang, ban s&
lra chon phuwong an thir hai néu phai danh doi gitta nguy co blog/ website bi hack va I5i plugir/
theme. Boi Vi 101 plugin/ theme thuong chi ton tai trong thoi gian ngan, cac nha phéat hanh sé
nhanh chéng tung ban sira 16 dé ching twong thich voi WordPress.

Va mot lru ¥ vO cling quan trong, trwdc khi cap nhat WordPress hay bat ct plugin/ theme nao,
céc ban nén tao 1 ban sao lwu dé dé phong cac su cb co thé xay ra.

Néu ban mudn update WordPress mot cach hoan toan ty dong, hiy thém doan code sau day vao
file wp-config.php, bén trén dong /* That's all, stop editing! Happy blogging. */

define('WP_AUTO_UPDATE_CORE', true);

Trong trudng hop khong thé cap nhat WordPress tu dong, cac ban c6 thé cap nhat thi cong theo
hudng dan trong bai viét sau day.

2. Khong tw y thay d6i ma ngudén WordPress
Dé phuc vu cho mot muc dich ndo do, nhiéu ban thwdng tu ¥ chinh stra code trong céc tap tin mé
nguon cua WordPress (tat nhién la ngoai tru file wp-config.php). bieu nay thuc sy rat nguy hiem.
N6 khong nhirng c6 thé gay 10i chirc ning cua WordPress ma con la nguyén nhan dan dén viéc
blog/ website cua ban bi tin cong. Hacker cd thé loi dung viéc sira doi code cua ban (v tinh tao
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ra 16 hong) dé bom mi doc vao blog website. Do 0, tuyét ddi khdng nén tu y chinh stra mé
nguon cua WordPress Vi bat ctir myc dich gi.

Chic chin ring tit ca plugin céa ban da dwoc cap nhat

Twong tu nhu ma ngudon WordPress (WordPress Core), ban ciing can phai giir cho tat ca cac
plugin trén blog/ website cua minh ludn ¢ trang thai cap nhat.

Hay truy cap Dashboard => Updates va kiém tra xem tat ca chung da o phién ban moi nhat hay
chura? Néu chua, hdy cap nhat ngay lap tuc.

Plugins

Your plugins are all up to date.

Piéu ndy s& dam bao cac plugins twong thich tét nhat véi phién ban WordPress hién tai, cai thien
hiéu suat, b6 sung thém tinh ning méi va tham chi | va cac 16 hong bao mat cua chinh nd. Rat
nhidu blog/ website di bi hack do st dung plugin & phién ban qué cii. Pung dé ban a nan nhan
tiép theo.

Néu ban mudn update plugin mot cach tu dong, hay thém doan code sau ddy vao file wp-
config.php.

add_filter( 'auto_update_plugin', ' return_true' );

Xoba tat ca cac plugin va theme khong kich hoat hosic khong sir dung

Mot s6 ngudi dimg thudng ¢6 thoi quen cai rat nhidu plugin, theme. Va ngay ca khi khong con
ding dén nira, ho van khong x6a ching di, tham chi d khong thém deactive. Piéu ndy dan dén
rat nhidu hé luy tiéu cuc:

e Tiéu tén dung hrong hru trir cia host.

e Cac plugin hoat dong gy tiéu ton RAM, CPU, ting page-size (néu plugin d6 c6 load
thém cac file JS va CSS)... lam blog/ website ctia ban tré nén i ach.

e Nhitng plugin nay c6 thé la cong cu tiép tay cho hacker xdm nhap vao blog/ website cua
ban, thdng qua céac 16i bao mat cia ching.

Vay nén, néu khdng c6 nhu cau sir dung plugin/ theme nao d6, cac ban nén deactive va x6a tat ca
ching di cho da... rac roi.

Pam bao tit ca cac theme ciia ban da dwoc cap nhat

Vin dé ndy hoan toan tuong ty VGi viéc update WordPress Core va plugin nén toi s& khong noi
thém nira. D& kiém tra cac phién ban cap nhat cho theme, cac ban chi can truy cap Dashboard =>
Updates Ia duoc.
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Themes

Your themes are all up to date.

Con néu mudn thiét lap dé update theme mot cach tu dong (thuong chi &p dung duoc voi cac
theme mién phi dugc cai dit tir WordPress.org), hdy thém code sau day vao file wp-config.php.

add_filter( 'auto_update_theme', ' _return_true' );

Chi cai dat theme, plugin va script tir cac nguén chinh théng

Pay 1a vin dé ma khong it ban mic phai. Do diéu kién kinh t& han hep nhung lai muén st dung
theme/ plugin cao cap (tra phi) nén mot sé nguoi ding da “lim liéu”, download theme/ plugin tra
phi tir cc trang chia sé lu (nulled). Nhung cac ban nén nhd mot didu rang: khéng cé cai gi trén
doi ndy la hoan toan mién phi. Nhiing theme/ plugin dwoc chia sé tran lan kia tiém an rat nhiu
nguy co vé bao mat. Ching c6 thé chira malware, backdoor, shell, backlinks an... clng vo van
nhitng thtr doc hai khac. Va hau qua thi chic ban da biét ro:

e Bi hacker chiém quyén kiém soét site.

e Bj danh cap hoic x6a dit liéu trén blog/ website.

e Bjcactrinh duyét web canh béo nguy hiém

e Bj caccong cu tim kiém danh tut hang, tham chi 2 x6a hoan toan khoi két qua tim kiém
cua ho.

A4

Vay nén, 1oi khuyén chan thanh 1 dirng bao gio nghi dén viéc st dung theme/ plugin “lauw” néu
ban mudn xay dung blog/ website mot cach nghiém tiic. Chi download theme va plugin tir cac
nguon chinh théng.

Néu c6 diéu kien kinh té qua eo hep, ban c6 thé xem xét tham gia chuong trinh “mua chung”
theme va plugin cua WP Can ban tai day. Céc san pham cua ching t6i déu c6 ngudn gbce rd rang,
cam két chinh hang va hd trg update thuong xuyén.

Chon mét dich vu WordPress Hosting bao mat tot

Hosting 1a mot trong nhitng yéu t6 quan trong, quyét dinh mirc do an toan cho blog/ website cua
ban. Ké ca khi ban bao mat ma nguon WordPress cuc tét, nhung hosting lai ton tai nhiéu 156 hong
thi nguy co blog/ website ctia ban bj tin cng van con do.

Thong qua hosting, hacker c6 thé thuc hién cac phuong thic tan cong nhu local attack, even 0-
day hacks... va d& dang chiém quyén diéu khién hay bom mad doc vao blog/ website cua ban.

Vay nén, khi mua hosting, cac ban nén lya chon cac nha cung cép I6n, uy tin, c6 trang bi hé
thong quét ma doc, canh béo virus, twong hra... chang han nhu HawkHost, StableHost,
SiteGround...

Qua mot thoi gian dai nghién ciru va tim hiéu, ching t6i da tong hop duoc danh sach mat sé nha
cung cap WordPress Hosting gia re, chat rong tot, cac ban c6 thé tham khao tai day.
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Ngoai ra, WP Can ban ciing dang két hop v6i HawkHost dé cung cip dich vu WordPress
Hosting gi4 ré, chat lrong cao, bao mat tot. Néu cac ban c6 nhu cau c6 thé tim hiéu thém tai day.

. Pam bio blog/ website ciia ban dang chay phién ban PHP méi nhat

Mot béo céo ctia WordPress.org di cho thdy: hién chi c6 1.7% s6 blog/ website WordPress dang
chay trén phién ban PHP 7.0 va 19.8% chay trén PHP 5.6. Pay la 2 phién ban PHP van dang tiép
tuc duoc hé tro va cap nhat.

PHP Versions

7.0
@56
@55
@54

@53
5.2

Piéu d6 co nghia 13 gan 80% s site con lai dang chay trén cac phién ban PHP khong con duoc
hd tro nira. Mot phién ban PHP khéng con duoc hd tro s& khong dwoc bd sung cac ban vé I15i bao
mat. Va hau qua thi khéng can néi chéc cac ban ciing da r3.

Vi vdy, trude khi ¢6 ¥ dinh dat mua hosting, cac ban nén tim hiéu xem nha cung cép d6 c6 hd tro
phién ban PHP méi nhat cho hosting cua ho hay khong? Néu cd, hdy chuyén sang st dung phién
ban PHP méi cho blog/ website cua ban ngay khi c6 thé.

WP Cén ban di tirng 6 mot bai huéng dan thiét lap PHP 7.x t6i uvu cho md nguon WordPress,
céc ban c6 thé tham khao thém tai day.

Thay doi tén ding nhap mic dinh ciia quan tri vién

“admin” hay “administrator” 13 nhirng cai tén dang nhap thuong duoc st dung nhidu nhat trong
qua trinh cai dat WordPress. Mot s6 ban vi qua Iudi nghi tén dang nhap méi hoac mudn ding

Ban quyén dn pham thugc vé https://wpcanban.com


https://wpcanban.com/dich-vu-wordpress-hosting-chat-luong-cao/
https://wpcanban.com/hosting-domain/su-dung-php-7.html

10.

BAO MAT WORDPRESS TOAN TAP — 06/2017

mot céi tén thong dung cho dé nhé ma vo tinh dit blog/ website ctia minh vao trang thai nguy
hiém.

Dé thuc hién mot cudc tan cong brute force nham chiém quyén diéu khién blog/ website, cac
hacker thuong phai trai qua 2 budc: tim tén dang nhap va tim mat khau ding nhap. St dung tén
dang nhap mic dinh nhu “admin”, “administrator” dong nghia véi viéc ban di giip ching virt bo
duoc mot nira ganh nang. Cong viéc con lai chi con 1a tim ra mat khau chinh x&c nira ma thoi.

Vay nén, néu ban dang sir dung tén ding nhap mic dinh hoac qué dé& dé tim ra, hdy nhanh chéng
d6i sang tén méi dé dam bao an toan cho blog/ website.

Céch thirc doi tén dang nhap ciing kha don gian, cac ban chi can lam theo mét trong 2 huéng dan
sau day:

e Lam thé nao dé thay ddi tai khoan Admin trong WordPress

e Hudng dan thay ddi Username trong WordPress
Ludn sir dung mat khiu dia manh

Dé dé nhd, nhiéu ban thuwong dit mat khiu dang nhap rat don gian, chang han nhu: 123456789,
password, matkhau, admin...

Nhung cac ban khdng biét ring day chinh 1a nguyén nhan khién blog/ website cua minh dé bj
hack theo phwong thirc brute force attack. Nhirng mat khau dang nhu trén quéa théng dung va qué
dé bi doan ra. Chung thudng dwoc hacker thir dau tién va khong mat qué nhiéu thoi gian tim
Kiém.

Néu muén dam bao an toan cho blog/ website, mat khiu dang nhap tai khoan quan tri cia ban
nén tuan tha cac quy dinh sau day.

e Co it nhat 8 ky ty. Tat nhién cang dai thi cang tét.

e Khbng nén la mot tir hoac cum tir co v nghia.

e Khdng nén la ngay sinh hay tén cua ban.

e CoOchira ky ty in hoa, in thuong, chir s6 va cac Ky ty dac biét (nhu ~!@#).

Néu mat khdu ma ban dang sir dung chwa thoa mén cac didu kién trén, ngay bay gio, hdy truy cap
vao Users => Your Profile => New Password va tao cho minh mét khiau méi da manh.

Account Management

New Password DdbpbuSuZfQsx94sPVIS&eMw B> Hide Cancel

Strong

Pé d& dang hon, cac ban c6 thé nho sy tro gilp cia cong cu Secure Password Generator.
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Khong tai sir dung mat khau

Néu ban nghi chi can tao mot mat khiau du manh va sau d6 sir dung nd trén nhiéu tai khoan khéac
nhau thi d6 thyc sy [a mot sai lam nghiém trong. Hacker nam duoc nhuoc diém do ctia nguoi
dong. Va chi can ho xam nhap dwoc mot tai khoan, nhitng tai khoan khac ciing s& nam trong dién
bi tan cong.

Do d6, 1oi khuyén chan thanh [a ban nén sir dung mat khau khéc nhau cho mdi tai khoan. Pay
khéng phai la tha thuat bao mat danh riéng cho WordPress ma la tha thuat bao mat théng tin noi
chung.

Néu viéc sir dung quéa nhidéu mat khau khac nhau khién ban khong thé nhé hét duoc, hdy sir dung
céc cong cu chuyén dung nhu Intel True Key hay RoboForm dé hwu thong tin déng nhap. Khong
nén hru théng tin dang nhap trén trinh duyét web vi ching rat d& bi x6a mat hoac bi danh cap.

Bao vé mat khau cia ban bang cach tranh truyén tai mat khau bang vin ban thuin tdy

Dit liéu nhay cam nhu thé tin dung va mat khau khong bao gio nén duoc guri & dang khong duoc
ma hoa. Boi vi trén thuc té cd rat nhicu cong cu va may phéan tich cé kha ning danh cap dir liéu
cua ban.

Hay chac chan ban da bao vé tot mat khau cua minh bang cach sir dung céc ky thuat phong ngira
sau day:

e Khong gui mat khau qua email, chat, mang x& hoi hodc cac dang truyén tin khéc néu
ching khong duoc mé hoa.

e (Caidat SSL va str dung giao thirc HTTPS trén blog/ website WordPress cua ban, dac biét
ld trén trang dang nhap Va trang quan tri, dé tranh cac mat khau duoc giri bang van ban
thuan tly. Ban c6 thé tim hiéu viéc cai SSL cho blog/ website WordPress thdng qua bai
Viét sau day.

e Tréanh st dung FTP don thuan khi truy cip vao hosting/ VPS ciia ban. Hay sir dung SSH
(SFTP) hoic FTPS. Giao thirc FTP duoc viét trong thoi ky “mong mudi” cua internet va
n6 khong thuc su an toan dé sir dung & thoi diém hién tai.

Tat nhién, mat khau khong nén duoc chia sé gitta cac nguoi ding hodc hru trit & dang vin ban
thuan ty & bat ctr noi ndo (trén internet hay trén may tinh cta ban). Hay su dung cac phan mém
chuyén dung dé Iuu trix ching.

Chi cap nhat blog/ website ciia ban tir cac mang internet dang tin cay

Cap nhat & day nén duoc hiéu v6i nghia rong hon i dang nhap va tién hanh cac thao tac chinh
sira, dang tai, update... trén blog/ website cta ban. Nhiéu ngudi thuong ¢ théi quen sir dung
mang wifi mién phi & cac quén ca phé, nha hang... dé tranh thi hoan thanh nt cong viéc con
dang dé trén blog/ website ctia minh, bat cir khi ndo c6 thé. Nhung ban biét khong, nhitng két noi
wifi ma ban dang vo tu sir dung d6 c6 thé khdng an toan. Khong it trong sé chiing 1a cong cu tiép
tay cho hacker danh cép thong tin ddng nhap cua ban (néu khong duoc ma hoa).
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Vi vay, hdy can nhic k¥ cang trude khi sir dung cac mang internet cong cong, wifi mién phi... dé
cap nhat thong tin trén blog/ website cua minh.

Sir dung Mgt phan mém diét virus trén may tinh

Pay 1a yéu cau gan nhu bat busc néu ban mubn dam bao ca may tinh Ian blog/ website cua ban
duoc an toan. Virus va phan mém doc hai hoan toan co thé ay lan tir may tinh ciia ban vao blog/
website théng qua trinh duyét web. Hay thir nghi xem, may tinh cua ban bi nhiém virus tir cac
website khéc théng qua trinh duyét web. Vay thi khong ¢ Iy do gi dé ching khong thé lam diéu
nguoc lai phai khéng nao.

Ngodi ra, virus, trojan, malware, spyware... con c6 kha ning danh cép thong tin ding nhap,
théng tin thé tin dung, cling nhu cac thdng tin ca nhan khac cua ban.

Do d6, viéc cai dat mot phan mém diét virus du manh, c6 ban quyén, duoc update thuong xuyén
la diéu nén lam ngay va luén. McAfee LiveSafe 1a mot goi y sang gia khi ban vira c6 phan mém
diét virus ban quyén ding khong gisi han sé6 may tinh, vira c6 Intel True Key ru khong gi6i han
s6 lwong mat khau.

Kich hoat Google Search Console

Néu ban nghi Google Search Console hay Google Webmaster Tools chi ¢6 chirc ning duy nhat
la hd tro SEO thi chic chan ban da nham. Ngoai viéc quan ly viéc index dir liéu blog/ website,

Google Search Console con dam nhan ca chirc ning theo ddi uptime ciing nhu van dé bao mat

cua chdng.

Chi can Google bots phét hién thiy blog/ website cua ban bi down trong thoi gian qua lau hozc
dinh ma doc, ngay lap tac, ban sé€ nhan duoc théng bao qua email. Nhitng canh bao nay thuong
rat chinh xac va ching chi mat khi ban xac nhan voi Google rang van dé da duoc xir ly. Ho s&
kiém tra lai dé chic chan truéc khi g& bo canh bao.
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Google

Search Console

R Security Issues
Messages
» Search Appearance @ © Harmful content
» Search Traffic Google has detected harmful content on some of your site's pages. We reci

Google Chrome will display a warning when users visit or download certain f
+ Google Index

¥ Crawl
Download all samples

Security Issues

Malicious content Sample
Other Resources These pages contained harmful content. Unfortunately, the
malicious code within the page could not be isolated.

Show details

| have fixed these issues

Google Search Console mang lai rat nhiéu loi ich. Vay nén, dirng bao gio quén thiét lap né cho
blog/ website cta ban nhé.

. Bio vé WordPress bang mdt plugin bao mat

Gidng nhu hé diéu hanh may tinh can phan mém diét virus, blog/ website WordPress ciing can
mot plugin bao mat da manh dé dam bao n6 an toan. Nhitng plugin bao mat duoc ching t6i dénh
gid cao bao gom:

e Sucuri_Security
e \Wordfence Security

e iThemes Security
e All In One WP Security & Firewall

Riéng voi plugin Sucuri Security, WP Can ban di c6 han 1 bai viét hudng dan chi tiét cach cai
dat va sir dung. Cacban c6 nhu cau cd thé tham khao thém tai day.
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17. Thwong xuyén sao luu dir li¢u caa blog/ website

18.

Ctru canh cudi cing gidp ban khdi phuc blog/ website Vé trang thai ban dau khi cac phong tuyén
khac déu da that thu Ia thuong xuyén sao hru dir ligu. CO 4 giai phdp khac nhau dé lam viéc nay,
bao gom:

e Sao Iwu bang cac plgin nhu BackUpWordPress, BackWPup, UpdraftPlus... Danh sach
céc plugin hd trg backup phd bién khéc, cac ban c6 thé tham khao thém tai day.

e Sao Iwu bang dich vu tra phi ctia bén thtr 3 nhu VaultPress, BlogVault... WP Cdan ban
dang str dung dich vu cua VaultPress va cam thay rat hai 1ong.

e Sao luu thi ¢ong;: trich xuat ma nguon va database ciia blog/ website vé Iwu trit trén may
tinh. Cac ban c6 thé tham khao hudng dan chi tiét tai day.

e Sao lru bang cach dich vu backup duoc tich hop sin trong hosting, ching han nhu
R1Soft Backup, JetBackup... Ching thudng sao lru tir dong va ban khong thé hra chon
dix lisu backup hay thiét lap tan suat backup.

Cac ban nén st dung két hop it nhat 2 trong s6 4 giai phap ké trén dé dam bao dit licu luén an
toan. Tuy nhién, khéng nén qua lam dung ching, ciing khong nén thiét lap tan suit backup qué
day dé tranh anh huong dén tai nguyén cuia host. Tan suat backup hop Iy a tir 1 dén 2 lan/ ngay
néu dir liéu blog/ website cua ban thuong xuyén thay ddi.

Thwong xuyén kiém tra danh sach ngudi ding

Pay [a mot 15i khuyén nghe c6 vé thira nhung lai khong thira. Ban nén thuong xuyén kiém tra

danh séch tai khoan nguoi ding trén blog/ website cua minh. Béi vi hacker hoan toan c6 thé st
dung cac cong cu spam dé dang ky tai khoan bat hop phap trén blog/ website ctia ban, ngay ca

khi ban di tit chirc ning cho phép nguoi ding dang ky tai khoan mai.

Users Add New
All (5) | Administrator (1) | Subscriber {4) Search Users
Bulk Actions ¥ | Apply Change role to... ¥ | Change 5 items
Username MName Email Role Posts
E Trung Hiéu Bai Administrator
5% Buc Ngoc Pham Subscriber 5
L
& Phutdc Bt Subscriber 1
Q Subiz Subscriber 1
ﬂ Thé Khoa Vi Subscriber
=Y

Username MName Email & Role Posts

Bulk Actions ¥ | Apply Change role to... ¥ Change 5 items

Va moi viéc s& tré nén hét sirc nguy hiém néu tai khoan cua hacker c6 role 1a Administrator hozc
Editor. Piéu d6 c6 nghia 13 ching hoan toan c6 quyén sinh sat ddi v6i blog/ website cia ban. Toi
da tirng phai giai quyét truong hop tuong tw cho mot khéch hang. Bang cach nao do, hacker da
tao tai khoan Administrator trén website cua anh ta, sau d6 upload va cai dat cac plugin c6 chua
cong cu phat tan ma doc Ien site.
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Do d6, thuong xuyén Kiém tra danh sach ngudi ding, loai bo nhitng tai khoan dang ngd va thiét
lap lai role cho hop Iy 1 viéc can thiét dé bao vé an toan cho blog/ website cua ban.

PHAN Il. CAC THU THUAT BAO MAT WORDPRESS CAN BAN

Cai dat SSL cho blog/ website

Nhu da ndéi 6 muc 12, cai dat SSL (HTTPS) cho blog/ website cta ban la mét trong nhirng budc
quan trong dé dam bao n6 lubn an toan. Cac tap tin, dit licu dwoc truyén tai tir trinh duyét web
cta ngudi ding dén may cha va nguoc lai s& duoc mé hoa theo cach ma chi ¢6 “chinh chi” méi
c6 thé giai md duoc. Pidu ndy gilp bao vé dir lisu khoi su theo ddi cta hacker. N6 cling gitp
blog/ website cua ban tranh duoc cac cudc tan cong thay doi giao dién thong qua viéc chén thém
file bat hop phép vao méa ngudn.

SSL ciing 1a mdt trong nhirng yéu t6 dugc Google va cac ¢b may tim kiém khac dung lam thudc
do dé xép hang két qua tim kiém. Nghia 1 nhitng trang sir dung giao thirc HTTPS s& duoc

Google wu tién hon mot chat. Cai SSL cling lam tang mirc d6 uy tin cua blog/ website v&i nguoi
dung. Ho s€ bét e ngai hon khi dang nhap hay guri théng tin ca nhén trén blog/ website cua ban.

Vi vay, bat ctr khi nao c6 diéu kién, cac ban nén cai dit SSL cho blog/ website cta minh.

Hai loai SSL phd bién va du dong hién nay Ia Let’s Encrypt (mién phi) va PositiveSSL (tra phi,
gia ré).

e Let’s Encrypt thudong duoc phan I6n cac nha cung cap hosting tich hop sin trong cPanel
va cac ban c6 thé kich hoat nd mot cach nhanh chéng chi véi vai thao tac don gian. Vi du
nhu véi hosting cua HawkHost, StableHost... cac ban cd thé lam theo huéng dan sau
day. Con day la bai viét tham khao danh cho c4c ban dang ding VPS.

e PositiveSSL cua Comodo [a mot trong nhitng loai SSL tra phi thuoc hang ré nhat. Gia chi
khoang $10/ndm. Néu ban mudn gia ré hon, c¢6 thé mua tai NameCheap Véi gia chi
khoang $3/nam. Quy trinh cai PositiveSSL ¢ phutc tap hon Let’s Encrypt mot chit,
nhung nhin chung ciing kha don gian. Hudng dan chi tiét, cac ban c6 thé xem tai day.

Cac ban ciing c6 thé cai SSL mién phi ctia CloudFlare néu blog/ website cua ban dang st dung
dich vu CDN nay. Tuy nhién, diém yéu cia loai SSL nay la khong twong thich véi cac trinh
duyét web phién ban cii. Vay nén, cac ban can can nhic ky trude khi sir dung. Huéng dan chi tiét
wui Iong xem tai day.

Sau khi cai SSL thanh cong, viéc con lai cua cac ban A cau hinh dé chuyén blog/ website sang
giao thirc HTTPS. Tham khao cac bai viét sau day s& gilp ban dé dang lam duoc diéu dé:

e Cai SSL cho WordPress trong nhdy mat véi plugin Really Simple SSL
e Hudng dan chuyén tir HTTP sang HTTPS khong bi mat thir hang
e CAu hinh HSTS cho blog/ website thdng qua file .htaccess
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20. Han ché s6 lan ding nhap that bai

Pay 14 thu thuat giip ban chéng lai brute force attack. Nhu da n6i & cac muc 9 va 10, hacker s&
sir dung cdng cu dé do tén dang nhap va mat khau cua ban bang cach thir di, thir lai nhidu lan véi
céc chudi bat ky. Mot trong nhitng cach hi¢u qua nhat dé chéng lai phuong thuc tan cong nay la
gi6i han sb lan dang nhap that bai. Nghia la mot dia chi IP nao d6 s€ bi cAm dang nhap tam thoi
(trong khoang thoi gian nhit dinh) hozc vinh vién néu nguoi ding IP d6 ding nhap sai vuot quéa
s6 lan quy dinh.

Trong WordPress, cac ban c6 thé lam diéu ndy mot céch dé dang nhd su tro gidp ciia mot sb
plugin chuyén dung nhu Login LockDown, Limit Login Attempts hay WP Limit Login
Attempts.

Login LockDown Options
Settings Activity (0)
Max Login Retries

Number of failed login attempts within the “Retry Time Period Restriction” (defined below) needed to trigger 2 LockDown.

Retry Time Period Restriction (minutes)

Amount of time that determines the rate at which failed login attempts are allowed before a LockDown occurs.

Lockout Length (minutes)
How long a particular IP block will be locked out for once a LockDown has been triggered.
60
Lockout Invalid Usernames?
By default Login LackDown will not trigger if an attempt is made to log in using a username that does not exist. You can override this behavior here.
e Yes No

Mask Login Errors?

WordPress will normally display distinct messages to the user depending on whether they try and log in with an invalid username, or with 2 valid username but the incorrect password. Teggling this option will hide why the
login failed.
Yes (&) No

Show Credit Link?
By default, Login LockDown will display the following message on the login form:
Login form protected by Login LockDown
This helps others know about the plugin so they can protect their blogs as well if they like. However, you can disable this message if you prefer.

Yes, display the credit link.
Display the credit link, but add “rel="nofollow"" (ie. do not pass any link juice).
%) No, do not display the credit link.

Update Settings

Nhirng plugin bao mat nhue Sucuri Security ciing ¢6 sin tinh ning ndy, nén néu ban da cai Sucuri
theo huéng dan ¢ muc 16 thi khong can thiét phai cai thém plugin khac nita. Phan thiét lap nay
nam trong tab Last Logins => Failed Logins va Blocked Users.

Module Protect cta plugin Jetpack ciing c¢6 chirc ning twong ty nén néu ban dang dung Jetpack
thi ¢6 thé tan dung ludn. Truy cap Jetpack => Settings => Security va kich hoat muc Block
suspicious-looking sign in activity lén la duoc.
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Brute force attack protection

@0 Block suspicious-looking sign in activity

21. Kich hoat xac thuc hai nhan té (bao mat 2 bwéc)

Thu thust ndy nén duoc ap dung trén ca trang dang nhap WordPress lan trang ding nhap cPanel
cua hosting (néu nha cung cap hosting cd hd trg). Hiéu mot cach don gian, néu mudn ding nhap
vao blog/ website WordPress hay cPanel, ngoai viéc nhap tén va mat khau thong thuong, ngudi
ding s& phai nhap thém mot day sb dwoc tao bat ky tir tng dung cua bén thir 3 (thdng dung nhét
la Google Authenticator).

Username

Password

Coogle Authenticator code

L Remember Me m

N6 c6 thé gilp blog/ website ciia ban an toan ngay ca khi hacker do dwoc tén dang nhap va mat
khau chinh xac. Boi vi mot day s ciia Google Authenticator chi ton tai trong vong 30 gidy, sau
do sé tu dong doi sang day so khéac.

Pé kich hoat tinh ning xac thuc 2 nhan té trén blog/ website WordPress, cac ban ¢ thé sur dung
plugin Google Authenticator. Huéng dan chi tiét, cac ban c6 thé xem tai day.

Néu ban dang sir dung plugin Jetpack, ban hoan toan cd thé kich hoat module Single Sign On
trong Jetpack => Settings => Security => WordPress.com log in dé dang nhap bang tai khoan
WordPress.com Va st dung tinh ning xac thuc 2 nhan to.
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WordPress.com log in

@O Allow users to log into this site using WordPress.com accounts
@O Match accounts using email addresses

@0 Require accounts to use WordPress.com Two-5Step Authentication

Tham khao thém:

e Bit tinh ndng bao mat 2 budc cho tai khoan WordPress.com
e Ding nhip WordPress thdng qua tai khoan WordPress.com

Tuong tu ddi voi cPanel, cac ban nén bat tinh ning xac thuc 2 nhan t6 ngay néu nha cung cap
hosting c6 hd trg. Tham khao bai viét sau day dé im diéu d6 mot cach dé dang.

. Bao dam chinh xac quyén ciia tap tin va thu muc

Quyén cua tap tin va thu muc hay con goi la permission. PHP va WordPress ndi chung st dung
mot tap hop cac quyen lién quan dén cic tap tin va thu muc. Néu khong di sau vao chi tiet, ¢
mot s loai quyén co ban sau day:

e Cactap tin va thy muc c6 thé ghi cong khai
e CActap tin chi dugc ghi boi mdy cha web
e Cactap tin chi doc

N6i chung, may cha web ctia ban thuong can cd quyén viét cac tap tin cho WordPress dé ching
c6 thé hoat dong chinh xéac. Trong khi cac d6i tuong khac khong nén c6 quyén ghi vao tap tin
cua ban.

Mot s6 nha phat trién thiéu kinh nghiém hodc lwoi biéng, co thé dé nghi ban thay doi quyén truy
cap sang mic long ko hon. Vi dy, ho c6 thé dé xuat lam cho mdt s6 tap tin hodc thu muc cong
khai ghi duogc (777). Piéu ndy s& tao ra mot mdi de doa an ninh nghiém trong béi vi nd c6 nghia
la bat cr ai ciing ¢6 thé viét bat ctr diéu gi vao thu muc hay tap tin ¢6. Ho ciing c6 thé tim céch
dé nhay ra khoi thy muc va gay ra sy tan pha trén phan con lai cua blog/ website.

Theo nguyén tic chung, cac tap tin nén duoc thiét lap quyén a 644 va cac the muc R 755. Riéng
tap tin wp-config.php nén c6 quyén truy cap la 400 hoac 440.

Lam thé ndo dé kiém tra xem liéu quyén ciia c&c tap tin va thu muc di chinh xac hay chua? Céch
thir nhit 1a truy cap vao File Manager ctia cPanel/ DirectAdmin dé kiém tra va chinh stra
permission theo phuong phap thu cong.
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# Home  TUpOnelevel 4 Back < Reload & SelectAl O Unselect A il view Trash [ Empty Trash
Name Size Last Modified Type Permissions
BHg  index.php 418 bytes Jun 8, 2016 3:37 PM application/x-httpd-php 0644 B
T license.txt 19.47 KB Jun 8, 2017 10:34 PM text/plain 0644
6 readme.htmil 7.24 KB Jun 8, 2017 10:34 PM text/htmi 0644
T robots.txt 258 bytes Mar 5, 2017 11:36 PM text/plain 0644
M wp-activate.php 5.32 KB Dec 7, 2016 7:50 AM application/x-hitpd-php 0644
PF  wp-blog-header.php 354 bytes Jun g, 2016 3:37 PM application/x-hitpd-php 0644
PF  wp-comments-post.php 1.59 KB Dec 7, 2016 7:50 AM application/x-hitpd-php 0644
M wp-config-sample.php 2.79 KB Jun g, 2016 3:37 PM application/x-hitpd-php 0644
P wp-config php 362 KB Mar 15, 2017 1:12 PM application/x-httpd-php
P wp-cron.php 321KB Jun 8, 2016 3:37 PM application/x-httpd-php Save
P wp-links-opml.php 237 KB Dec 7, 2016 7:50 AM application/x-httpd-php
P wp-load.php 3.22 KB Dec 7, 2016 7:50 AM application/x-httpd-php U64a
BF  wp-login.php 33.52 KB Jun 8, 2017 10:34 PM application/x-httpd-php 0644
i BF  wp-mail php 7.86 KB Jan 12, 2017 3:35 AM application/x-httpd-php 0644
GiE e cathinas mhn 15 89 WA in & 9047 4024 Dha ammlicatinni hitnd nhn nEAA

Céch thir 2 Ia sirdung plugin Defender (tra phi) dé kiém tra va sira cac quyén truy cap tap tin

hoan toan tu dong.

SCAN REPORTS

RUNNING NEW SCAN

SHOW LOG

This scan is running in the background and will continue to run if you navigate away or
close your browser. Check back in a few minutes to see your results.

53.77%

Analyzing wp-col

ntent files. .

Néu kinh phi qué eo hep, cac ban cd thé xem xét mua plugin ndy thong qua chwong trinh “mua
chung” cta WP Can ban véi gia chi 150.000 VNB/nam.
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23. Thay doi tién t6 bang mic dinh cia database

Pay la tan du cua céc phién ban WordPress cii. Trudc day, tén ctia cac bang trong co s¢ dit liéu
(database) cua WordPress thuong duoc bat dau vai tien to wp_

IEIIEI B Structure  2SQL  USearch G Ouery EiExport

Table « Action

Database r _ommentmeta = o % M X
|_wu:|rdpress () [ I~ |wp_komments 2 # @ X
" = o E =+
monzilla_wordpress {11) r inks B ¥ @ X
 |wp_pptions I
B wp_commentmeta — _ - —
B wp_comments I ostmeta ¥ @ *
B wp_links — e
B wp_options r osts = [ =
B wp_postmeta r erms :.]'_E ﬁ }(
B wp_postz — = -
B wp_terms [~ |wp_jerm_relationships [ #= @ X
wep_term_relstionships o =+
S WE:term:taxnnnmy i r erm_taxonomy H #= [ X
= ) VR r Isermeta g # @ X
B wwp_users _.
r ISers B = @ X
11 table(s) Sum

Mac di hién nay, nd khdng con a thiét lap mic dinh nita, nhung mot s6 ngudi van ¢ xu
hudng... hoai c6 va cac phién ban WordPress cii hon van phai song chung véi i Chinh vi sy
ph bién cua no, nén hacker di dé dang thuc hién cac cudc tan cong SQL injection vao database
WordPress nho biét trudc tien t6 bang.

Vi vay, néu ban dang str dung tién t6 bang mac dinh |a wp_ trong database thi nén nhanh chéng
thay d6i ching dé dam bao an toan cho blog/ website. C6 2 cach dé thay doi tién t6 bang cho
database:

V6i phuong phéap tw dong, cac ban s& can phai sir dung plugin Change Table Prefix, All In One
WP Security & Firewall hoac iThemes Security.

Tt ca nhitng gi c&c ban can lam 1a cai dat va kich hoat plugin Change Table Prefix. Sau do, truy
cap vao Settings => Change Table Prefix => Tich vao muc Would you like to your own custom
prefix => Dién tién t6 ma ban mudn thay vao khung, sau do click niat Click To Change Table
Prefix la xong.
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Wordpress Database Table Prefix Changing

This plugin will change your site database table prefix to protect from SOL Injection attacks.

Your current table prefix is: wp_

Your next table prefix will be random generated 5 characters long alpha string followed by underscore( ) if below checkbox unchecked.

Warning: Flease make sure to take backup of your site database and wp-config.php file is in writable mode before start table prefix change.

Enable site as maintenance mode Save Settings
v'| Would you like to your own custom prefix.

wpch

Click To Change Table Prefix)

Vi nhitng ban thich su phic tap, c6 thé tham khao bai viét nay (tiéng Anh).
Pam bao ban da dat khoa xac thwc WordPress bi mat

Ban c6 thé da ting nhin thiy tdm khoa bao mat va xac thuc WordPress trong tap tin wp-
config.php cta minh va tu hoi ching 1 gi? Ban ciing c¢6 thé chwa bao gio nhin thiy hozc nghe
néi vé& ching.

Ching trong gibng nhur sau:

defime("AUTH_KEY® "R*:M|{:DdK- .MwX0BdfDrc?2@. zwnxV.UEbN#zN #<83nFwCZ)c-M7P3;@/DB!Pz");
define( ' SECURE_ ﬁUTH KEY', ‘'krib,UXz-sZ1h*|,f!Ceb#X0>LTI[?8elPKu_nWqV*T cp# 8S2v0OyE=EpsSh7Pl');
define( ' LOGGED_IN_KEY' '~546_MD=u.11;14"0 [qRKTusR-_ | st E7W(Mum BeXF3nU:opRZrok/pk:13Cd_e');
defime("MONCE_KEY' 2, |3 ERYZUT:6n(gr?f| ( 1xt3g8cB4‘5‘.8TB“~$~11) 7jWeXRyE+st4IB]_UWIB_a');
define('AUTH SALT" A XmXpVpe MG] PA+Y 0! [ME: 8B Jval | Q|5 ] E:-Sfur'Fep,2]P?'O&.-'9F\1}r[mv.'sail 1i
define( ' SECURE_ ﬁUTH SALT', '~Zq|XCZ.<@]|Z#XX]~b.KFicyFovufHMZw k; G[[K*D]le ‘h*Z<;ZMLE ?C#8/');
define( ' LOGGED_IN_SALT' “@k: 14+x@F 1 2 Fwl [ Skt | #ey$lU-GhZ=-C_/Fz |zXus/]ba]¥;bd-x%15}3{ QM)9T1(a");
define("MONCE_SALT' ' |ADE#dEA{TP#Ei&2a99R-y>T+V| Sg-=NH*$_ddNksr }c3BXER™ cvlUIb_oxs+skid’);

Vé co ban, day a cac bién ngau nhién dwoc st dung dé lam cho mat khau dang nhap WordPress
cta ban kho doan hodc crack. S¢ di nhu vay | boi vi nd gan thém mot phan tir ngdu nhién vao
cach ma mat khau duoc hru trit trong co s dir liéu cua ban, am cho hacker gap nhiéu khé khin
hon khi tin c¢ong theo phuong thirc brute force.

Hau hét cac blog/ website WordPress tu cai dit thi cong (khdng phai cai qua cac tng dung cua
bén thir 3 nhu Softaculous) déu mac dinh khong c6 khoa xac thuc trong file wp-config.php. Do
do, tat ca nhitng gi ban can lam bay gio la:

e Truy cap vao WordPress Security Key Generator. Copy toan bo 8 khda xac thuc.
e Mo file wp-config.php ctia ban ra, paste dé Ién phan con trong twong ng véi 8 khoa bao
mat, sau do6 luu lai.

Thia thuat nay nén duoc lp lai mdi thang 1 lin dé dam bao an toan cho blog/ website cia ban.
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25. VO hi¢u hoéa thyrc thi tap tin PHP

Mot trong nhitng diéu dau tién hacker s& lam néu ching co quyén truy cap Vao blog/ website cua
ban la thuc thi cac file PHP tir trong mot thu muc trén hosting. Nhung néu ban tit tinh ning thuc
thi tap tin PHP, ngay ca khi mot 16 hong bao mat ton tai trén blog/ website, sy bao vé nay s& lam
té list phan con lai cua nd luc tiép can muc tiéu cua hacker.

Pay 14 16p phong vé manh mé caa WordPress va cd thé pha v chirc ning cua mot s6 theme hoic
plugin can thiét. Nhung ban nén thuc hién tha thuat ndy it nhat trong cac thu muc dé bj ton
thuong nhu wp-includes va uploads.

Tao file .htaccess trong thu myuc wp-includes va thém doan code sau day vao ngi dung cua no.

<Files *.php>

deny from all

</Files>

<Files wp-tinymce.php>
allow from all
</Files>

<Files ms-files.php>
allow from all
</Files>

Tao file .htaccess trong thu myc wp-content/uploads va thém doan code sau day vao ndi dung
cua no.

<Files *.php>
deny from all
</Files>

Ban ciing c6 thé im diéu twong tw voi thu muc wp-content néu nd khong gdy anh huéng dén
chirc nang cua theme va plugin.

Néu ban di cai dat plugin Sucuri ¢ muc 16, ban c6 thé bo qua muc nay.

Luu y: Néu ban khong thdy file .htaccess hién thj trén File Manager, ngay ca khi da tao file mai,
hay lam theo huéng dan sau day.

26. VO hi¢u hoa “directory indexing va browsing”

Directory browsing (trinh duyét thu muc) c6 thé duoc sir dung boi hacker dé tim ra cac 16 hong
trong tap tin m& nguon cua ban. Boi vi ho 6 thé xem duoc danh sach cac tap ndy va truy cap
chdng.
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L ® I'_"j Index of fwp-contentfplugins = x

&« C @ example.com/wp-content/plugins/custom-css-js/

Index of /wp-content/plugins/custom-css-js

Hame Last modified fize Description
rent Di i -

asgsets/ 25=-5ep=-2016 17:34 -

custom-caas-ia . php 25-5ep-2016 17:34 8.2K

includes/ 25-5ep-2016 17:34 -

L me . bxt 25-8ep=-2016 17:34 7.9K

goreenshot=1. ipg 25=5ep=2016 17:34 91K

screenshot-2, ipyg 25-5ep-2016 17:34 105K

soresnshot-3, ipg 25-8ep-2016 17:34 106K

screenshot-4. ipg 25=5ep=2016 17:34 56K

Directory browsing ciing c6 thé duoc sir dung béi nhitng ngudi khic dé xem céc tap tin cua ban,
sao chép hinh anh, tim ra cdu tric thu muc cia ban va cac thong tin lién quan. Pay 1 Iy do tai
sa0 ban nén tit directory indexing va browsing trén hosting cta minh.

Dé lam diéu nay, don gian chi can thém doan code sau ddy vao trong cac file .htaccess ma cac
ban da tao & muc 25 roi Iuu lai la xong.

Options All -Indexes
Phan tach co sé div lieu WordPress cia ban

Néu ban chay nhiéu blog/ website trén cing mot tai khoan hosting, ban cd thé bi cam dd dé roi
tao ra tat ca cac blog/ website trong cing mot co so dit liéu (WordPress multi-site). Diéu nay tao
ra mot nguy co bao mat cho WordPress. Néu mot trang bi xam nhap, tit ca cac trang khac duoc
Iru tri trén cing Mot co so dit liéu ciing c6 nguy co bi hacker tan cong.

Khi cai dat WordPress, diéu dau tién ban can lam 1a tao mot co so dit liéu hoan toan méi. Cung
cap cho nd mot tén co so dir liéu, tén ngudi dung co s dir liéu va mat khau riéng biét, khac vai
bat ky blog/ website nao ma ban da tao trude do.

Bang céch nay, néu mot trong cac blog/ website cta ban bi tin cong, ma doc hoac virus s& khong
lan sang céc trang khac cua ban trén cung mot tai khoan shared hosting.

Han ché quyén ciia nguoi dimg co sé dir liéu

Khi cai dat mot blog/ website WordPress lan dau tién, ban c6 thé vi thiéu théng tin, da vo tinh
tao ra mot van dé bao mat théng qua cac dic quyén danh cho nguoi ding co sé dit liéu (database
users). Theo thdi quen, hau nhu tit ca moi nguoi déu chon ALL PRIVILEGES khi cap quyén
truy cap database cho database user.
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Déi v6i hau hét cac hoat dong hang ngay ctia WordPress, nguoi ding co so dit liéu chi can doc
dir lidu va cac dac quyén cho phép ghi dir liéu vao database nhu: SELECT, INSERT, UPDATE
va DELETE.

Do d6, ban cd thé loai bo cac dic quyén bd sung, nhu: DROP, ALTER va GRANT dé nang cao
kha nang bao mat database.

Pé thay d6i quyén cho nguoi ding database, voi hosting cPanel, cac ban truy cap MySQL®
Databases => Click vao tén nguoi ding database m& ban muén chinh sira phan quyén (trong cot
Privileged Users) => Bo diu tich trong cac quyén khong can thiét va click nit Make Changes dé
hru lai.
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Manage User Privileges

User:

Database:

ALL PRIVILEGES

ALTER ALTER ROUTINE

CREATE CREATE ROUTINE

CREATE TEMPORARY TABLES CREATE VIEW

#| DELETE DROP
EVENT EXECUTE
INDEX INSERT
LOCK TABLES REFEREMCES

#| SELECT SHOW VIEW
TRIGGER «| UPDATE

Make Changes Reset

Luu y: Mot s6 nang cap lon cia WordPress ¢6 thé thuc su can nhitng ddc quyén nay, tuy nhién
trong hau hét cac truong hop, viéc hoat dong cua WordPress khéng can dén ching va ban ¢ thé
tat ching di.

Ban quyén dn pham thugc vé https://wpcanban.com



BAO MAT WORDPRESS TOAN TAP — 06/2017

29. VO hiéu hod chinh stra tap tin tir bang quan tri WordPress

30.

Khi dang trong giai doan dau ciia viéc xay dung mot blog/ website, 6 thé ban s& can phai chinh
sira c4c tap tin theme va plugin rat nhidu. Theo mic dinh, quan tri vién cd quyén chinh sira cac
tap tin PHP va CSS ngay trong bang quan tri cia WordPress, thdng qua muc Editor ctia Plugins
hay Appearance.

Khi blog/ website di dwoc phét trién hoan tat va hoat dong on dinh, ban s& khong can phai chinh
stra nhitng tap tin nay nira. Pay chinh la fc ban can vb hi¢u hoa tinh nang cho phép chinh stra
file theme va plugin tur trong WordPress Dashboard.

Boi Vi, viec cho phép cac quan tri vién chinh stra tap tin |a mot van d& bao mat kha nghiém  trong.
Néu mot hacker cé quyén dang nhap vao blog/ website cua ban voi role Administrator, ching s&
ngay lap tirc chén cac doan ma doc vao trong file theme/ plugin thong qua tinh nang nay.

Chén doan code sau day vao file wp-config.php va luu lai.
define('DISALLOW_FILE EDIT', true);

Khi can chinh sta file theme/ plugin, cé&c ban chi can bo code bén trén khoi file wp-config.php 1a
duoc. Hoac truy cap va chinh stra thdng qua File Manager ctia cPanel/ DirecAdmin va phan mém
FTP.

Bao vé tap tin wp-config.php cia ban

Néu mé ngudn WordPress ciia ban twong tu nhur co thé con ngudi thi tap tin wp-config.php chinh
la tréi tim cua nd. Tap tin wp-config.php cd chira tat ca cdc théng tin quan trong cta WordPress
nhu:

e Tén database, database user, database password.
e Cac khoa xac thyc va bao mat

e Tén tién t6 bang cua database

e Nhiéu thiét lap quan trong khac

Khong it code ma ban sir dung tir dau ebook dén gio déu duoc chén vao file wp-config.php. Do
vay, bao vé file wp-config.php I nhiém wvu t6i quan trong néu ban muén dam bao blog/ website
cta minh an toan.

Ngoai viéc thiét lap permission & 400 hoac 440 hodc chi it [d 644 nhe & muc 22, cac ban nén
thém code sau day vio trén cing cua file .htaccess o thu myc goc cua WordPress (nam ngang
hang vai file wp-config.php).

<files wp-config.php>

order allow,deny

deny from all
</files>
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Néu mot plugin ndo d6 yéu cau duoc viét vao file wp-config.php (chang han céc plugin tao
cache), cac ban budc phai chuyén permission vé 644, dong thoi g& bo code bén trén ra khoi file
.htaccess thi plugin méi c6 thé viét duoc.

Bao vé tap tin .htaccesss cia ban

Tap tin .htaccess ma ban vira chén code bao vé file wp-config.php ¢ muc 30 cling chinh la mot
d6i twong nam trong danh séch can duoc bao vé. N6 13 noi chira code gilp ban tao pretty
permalinks (Cdu tric duong dan chuan SEO nhu nhiéu ngudi Van thudng goi), cache dit lidu, nén
dir ligu tinh, redirect tir link cii sang link moi, redirect tu link HTTP sang HTTPS...

Do d6, néu khéng may hacker chiém dwoc quyén kiém soat file ndy, ching c6 thé chuyén hudng
blog/ website cua ban t6i dia chi ma ching mong mudn.

Pé bao vé file .htaccess trong thu muc gbc cua WordPress, nhitng gi cac ban can lam & thém
code sau day vao bén trong chinh no.

<Files .htaccess>
order allow,deny
deny from all
</Files>

Va ciing giébng nhu file wp-config.php, code bén trén can phai duoc loai bo trude khi mot plugin
nao d6 co thé viét noi dung vao file .htaccess.

V6 hiéu hoa XML-RPC (néu ban khong sir dung no)

WordPress str dung XML-RPC dé cho phép ngudi ding thuc hién nhidu hoat dong trén blog/
website cua ho tir xa. N6 cho phép ban truy cap vao blog/ website caa minh bang cach st dung
cac ung dung di dong danh riéng cho WordPress. Véi XML-RPC, ban c6 thé dang mot bai viét
trén blog (tir xa) mot cach d& dang. Ching ciing duoc sir dung dé tao trackback va pingback, cho
phép ban lién két trang web cua minh dén céc trang web thi vi khac. Tuy nhién, nhiéu cudc tin
cdng WordPress hién nay dang khai thic cac tinh ning cua XML-RPC dé chiém quyén truy cap
vao cac blog/ website. Vi vay, viéc vd hiéu héa cac tinh nang ctia XML-RPC (néu ban khong st
dung toi) & mot y twong khdng hé toi dé ting cuong kha ning bao mat cho WordPress.

Ban c6 thé sir dung cac plugin nhu Disable XML-RPC, Manage XML-RPC hay Disable XML-
RPC Pingback dé vd higu hda XML-RPC mot cach don gian.

Néu khong phai 1a tin do cia plugin, ban cé thé v higu hda XML-RPC thong qua file .htaccess
trong thu muc gdc cua WordPress:

<files xmlrpc.php>

order allow,deny

deny from all
</files>
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Luu Y. néu ban dang sir dung céc plugin nhu Jetpack trén blog/ website cua minh thi ban khong
duoc phép tit XML-RPC vi Jetpack s& khong hoat dong dugc. Dé tranh cac cudc tin cong thong
qua XML-RPC, cac ban chi can kich hoat module Protect cuia Jetpack Ién la xong.

V6 hiéu hoa thong bao 16i PHP

Thong thudng, tinh ning thong béo 16i PHP (PHP Error Reporting) & mét trong nhitng phuong
phap hitu hiéu gidp ban nhanh chéng phét hién ra cac van dé vé PHP dang ton tai trén blog/
website ciia minh va tim cach khac phyc. Tuy nhién, néu ban dé nhitng dong thong béo nay hién
thi cong khai trén blog/ website cua minh, thi v tinh ban dang v& dudng cho hacker tan cong
mot cach dé dang hon. Vi du nhu trong trudng hop dudi day, hacker s& nhanh chdng phét hign ra
tén dang nhap tai khoan hosting hoac VPS cua ban.

|. 4,|r J [5] [E] [6] |E] lﬁ] [E] [ + Irm toycraft.co.uk (v

Fatal error: Call to undefined function get_header() in /home/toycraft/public_html/blog/
content/themes/siteground-wpl7/index.php on line 1

This is the website's username

Ngoai ra, cac thong béo 16i PHP ciing s& anh huong khdng nho dén thim mi cua giao dién va trai
nghiém ngudi ding. Vi vy, t6t nhat, ban nén vo hiéu hoa né ngay lap tarc néu khdng c6 nhu cau
str dung.

Pé vb hiéu hoa théng bao I5i PHP trong hosting, cac ban cé thé tham khao bai viét sau day.
Cai dat mot twong lira cho blog/ website

Mot bire trong lra (firewall) c6 thé dwgc md ta nhue mdt nguoi giit ctra - ban chi dwgc phép vao
mot bira tiéc VIP néu ban c6 mat trong danh sach khach moi. Gibng nhu ngudi giir cira thuong
ngin can nguoi Khac xam nhap, twong hira c6 thé duoc st dung dé giir cho hacker khong thé dén
gan blog/ website cua ban.

Trong truong hop bao vé WordPress, ching ta sé sir dung mot Web Application Firewall (WAF)
dé giir cho céac hacker khong thé so mo ban tay ban thiu vao nhirng noi ma chiing khong c6 phan
su.

C6 rat nhidu WAF khéc nhau. Nhung mot trong nhitng twong hra dang tin cay nhat, mién phi, ma
ngudon mé va thuong c6 sin trong céc dich vu hosting 1 twong kra ModSecurity.

Ban quyén an pham thugc vé https:/wpcanban.com


https://wpcanban.com/wordpress/thu-thuat-wordpress/tat-thong-bao-loi-php.html

BAO MAT WORDPRESS TOAN TAP — 06/2017

imovenorthshore.com

is protected by Imunify360

We have noticed an unusual activity from your IP 24.15.73.118
and blocked access to this website.

Please confirm that you are not a robot

D I'm not a robot e

reCAPTCHA
Privacy - Temns

Ban c6 thé kiém tra xem hosting cua minh c6 hd tro ModSecurity hay khéng bang céach truy cap
vao cPanel va tim muc ModSecurity. Néu co, hiy click vao d6 dé xem danh sach céc blog/
website cta ban dang dugc ModSecurity bao v&.
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& ModSecurity

Configure All Domains

ModSecurity is enabled for all of your domains. You can|  Disable |ModSecurity for your domains.

Configure Individual Domains

Q Showing: 10 v - 2 lLast

Domains & Status

wpcanl:an‘cum

Mot khi n6 duoc kich hoat, nha cung hosting cta ban hoac lap trinh vién WordPress dang tin cay
cta ban thuong c6 thé dé xuat hozc thuc hién cac quy tic xung quanh ModSecurity.

Str dung twong hira cia CDN

Chirc ning chinh cia mang phan phdi noi dung (CDN) thuong 1 toi wu hoa hiéu suat tai blog/
website cua ban tir khip moi noi trén thé giéi. Cac dich vu CDN mién phi hang dau co thé ké dén
la CloudFlare va Incapsula.

Tuy nhién, céc dich vu CDN ciing thudng cung cap mot tinh ning phu khéc va hau hét trong sb
ching ¢ thé bao vé blog/ website ctia ban chong lai cac nguy co bao mat thong qua tuong hira.
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Security Level

Adjust your website's Security Level to determine which visitors will receive a challenge Essentially Off

page.

This setting was last changed a year ago Essent'all}f Off
Low
Medium Help »
High

I'm Under Attack!

Challenge Passage

Specify how long a visitor with a bad IP reputation is allowed access to your website after
completing a challenge. After the Challenge Passage TTL expires the visitor in question
will have to pass a new Challenge.

1 day

IS Setting was last cnanged a year ag

Néu ban dang sir dung CDN cho blog/ website WordPress ctia minh, hdy dam bao rang ban da
bat cac quy tic bao mat duoc cung cap kém theo dé cai thign mic do an toan cho chung.

Theo ddi lich sir diing nhip va cac thay dbi cia tap tin

Néu ban khdng biét cac cudc tan cong ndo dang xay ra trén blog/ website cia minh, ban hdu nhu
khong cd kha ning dé ngin chin ching, dung khong nao?

Lam thé nao dé biét ai d6 dang cb gang dang nhap vao blog/ website WordPress cua ban? Lam
thé nao dé biét ma ngudn WordPress cua ban da bi thay ddi trai phép (chinh stra ndi dung hozic
chén thém file la)? Giai phap t6i wu nhat [ st dung mot plugin 6 kha ning theo dai lich str diang
nhap, lich sir hoat dong ctia ngudi dung ciing nhu lich st thay doi cac tap tin.

Sucuri Security duoc gisi thisu & muc 16 12 mot trong nhitng hra chon t6i wu nhit dé im diéu
nay. Truy cap Sucuri Security => Settings => Enable muc Audit Log Statistics.

Audit Log Statistics

Enabling this option allows you to have a quick view of the range of the activity of your users and/or the attacks directed against your website.
By default, the plugin uses the latest 500 entries in the audit logs and uses that information to draw bar and pie charts in the dashboard

Audit Log Statistics are Enabled

The statistic charts are generated with a limited number of logs stored in the remote API server, you can increase the number to draw the
charts with more data and represent the activity during a wider range of days, but you must consider that the bigger the number the slower
the plugin dashboard will be because it will take more time to read more logs.

Audit Logs Limit:  e.g. 500

Sau d6 theo dai lich sur hoat dong thdng qua trang Dashboard.
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Dashboard Malware Scan Firewall (WAF) Hardening Post-Hack Last Logins Settings Site Info

Core Integrity

Every WordPress release comes with a set of files that are part of the standard installation process of each version, none of these files should

be modified as they are overwritten on each upgrade, it is not advised that web developers modify the core files and instead extend the base
functionality with themes or plugins. Only three directories are scanned: admin, includes, and the document root where the configuration and
startup files are located.

| Use a server side scanner or a web scanner to find the source of the infection and broken pages respectively.

| Your WordPress core files are clean and were not modified.

Audit Report

The data used to generate thess charts comes from the last 500 audit logs, you can configure this number from the plugin settings page
you can also disable and enable this panel from there at any time.

Audit Logs per Event Successful/Failed Logins

source https://sucuri.net/ source https://sucuri.net/

M Critical Events

M Debug Events

[ Error Events

M Info Events

M Notice Events
‘Waming Evenis

W Successful Logins
M Failed Logins

Audit Logs per User Audit Logs per IP Address

source httpsy//sucurinet/ source httpsy//sucurinet/

42 114 178 81

44 119.81.140.208

127.0041

42.115.187.147

system 24 37.115.191.220
118.71.78.32

2011818173

e 222.252 57.166

42115185175

4 42.114.170.67
109.220.220.9

14.232 28204

1 118.71.152.66
2222523046

T T T T T T T T 1T T T T 1
0 10 20 30 40 50 60 7O 20 90 100 110120120

Audit Logs (50 latest logs)

Date Username IP Address Event Message

. 14/06/2017 10:49 42.114.178.81 User authentication succeeded: daoduybinh
09,/06/2017 05:34 system 119.81.148.286  Post deleted; identifier: 3
08/06/2017 17:53 system 127.9.8.1 Mew file added: (multiple entries):

.htaccess (size: 861)
google17ecc48eb8c6357 (3).html (size: 53)

aooaale17ec1cARehRoA357.himl
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Trén day la toan bo nhitng loi khuyén va thu thuat ma ban nén ap dung dé dam bao an toan cho
blog/ website WordPress cia minh. Ching [a nhitng kinh nghiém dwoc tich iy nhiéu nam lién
hoat dong trong finh vurc WordPress cua t6i. Chac hian s& con rat nhiéu thiéu s6t. Ching toi rat
mong nhan duoc su dong gop ¥ kién cia cac ban dé hoan thién ebook trong thoi gian sip tai.

Moi thac mic va y kién dong gop xin giri vé email trunghieubui93@ gmail.com dé dwoc hd tro,
giai dp.

Xin trén trong cam on!

Tac gia
Bui Trung Hicu

WP Cdn ban giir ban quyén ebook nay. Vui 1ong khéng ban hodc chia sé lai néu khéng c6 sir
dong y cua chang téi. Xin cam on!
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